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STANDARDS
ADVISORY ORGANIZATIONS OPERATIONS/MANAGEMENT/GOVERNANCE

Standard 9.
The advisory organization uses objective and established procedures when administering residual market or pool
assessments.

Apply to: Advisory organizations that administer residual market mechanisms or pools with assessment provisions.
Priority: Essential
Documents to be Reviewed

Applicable statutes, rules and regulations

Advisory organization policies and procedures

Contracts or agreements with applicable states for which the residual market mechanisms are administered

Random sample of assessments.

Others Reviewed

NAIC Model References
Review Procedures and Criteria

The advisory organization uses data integrity checks to test the quality of the data upon which calculation of assessments is
based.

The advisory organization provides accurate and timely information to applicable state insurance departments relating to
assessments made, and reporting or payment problems.
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STANDARDS
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Standard 10.
The advisory organization uses objective and established procedures when administering assigned risks.

Apply to: Advisory organizations that administer residual market assigned risk mechanisms.
Priority: Essential
Documents to be Reviewed
Applicable statutes, rules and regulations
Advisory organization policies and procedures
Contracts or agreements with applicable states for which the assigned risk mechanisms are administered

Random sample of assignments

Others Reviewed

NAIC Model References
Review Procedures and Criteria
The advisory organization adheres to and objective and established selection process for assigning risks.

The advisory organization handles assignments in a timely manner.
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Standard 11.
When performing analysis and impact studies of proposed legislation, advisory organization presents thorough and
objective information.

Apply to: Advisory organizations that provide legislative impact studies
Priority: Essential
Documents to be Reviewed

Applicable statutes, rules and regulations

Reports submitted to Insurance Departments and Legislatures in response to requests from those entities for legislative
impact studies.

Others Reviewed

NAIC Model References
Review Procedures and Criteria

e Impact studies present information in an objective manner.
e  Best estimates of impact are presented, using reasonable assumptions, research and data.
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Standard 12
The advisory organization has an up-to-date, valid internal or external audit program.

Apply to: Advisory Organizations
Priority: Recommended
Documents to be Reviewed

Applicable statutes, rules and regulations
Audit plan and Advisory Organization’s Advisory organizations’ procedural manuals

Audit reports and results

Others Reviewed
NAIC Model References
Review Procedures and Criteria

Review audit reports to determine if the function is providing meaningful information to management. If external, obtain an
explanation.

Determine how management is using the reports.

Determine if the advisory organization responds to internal audit recommendations to correct, modify and implement
procedures.

Determine if accuracy of internal statistical data and information systems is periodically tested by the advisory organization’s
audit program.
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Note: The examiner should be mindful of the proprietary nature of internal audit reports. Administrative action should not
be recommended by the examiner based on results of internal audit findings for which the advisory organization has taken

appropriate corrective action. No copy of the report should be retained. States should review their confidentiality and trade
secret laws when deciding what notes to keep.
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STANDARDS
ADVISORY ORGANIZATIONS OPERATIONS OPERATIONS/MANAGEMENT/GOVERNANCE

Standard 13
The advisory organization has appropriate controls, safeguards and procedures for protecting the integrity of
computer information.

Apply to: Advisory organizations
Priority: Essential
Documents to be Reviewed

Applicable statutes, rules and regulations

Electronic records control, and advisory organizations’ procedural manuals

Negotiated contracts

Others Reviewed

NAIC Model References
Privacy Protection Model Act
Health Information Privacy Model Act

Note: When evaluating use of standards relating to privacy, keep in mind that most advisory organizations do not gather
protected personal information.

Review Procedures and Criteria

Review physical security procedures related to the computer processing facilities and the network:

e  Confirm that the computer/communication facilities (computer room, network operations center, wiring closets, etc)

are secure and protected from hazards.
e  Confirm that access to the computer/communication facilities is restricted to only authorized personnel at all times.
e Confirm that the advisory organization uses firewall technology to protect its internal network from unauthorized
external access.
e Confirm that the advisory organization scans inbound messages and files for malicious content.
e  Confirm that the advisory organization encrypts sensitive data files when transmitting data outside the physical
premises.

Review logical security and computer system control procedures.

e Confirm that access to the advisory organization’s network and computer systems is protected minimally with user IDs

and passwords, based upon the sensitivity of the information and the requirements of the individuals.
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e Confirm that computer programs/databases/files impacted by user change requests are properly monitored, modified,
tested and migrated to the secure production libraries.

Review the segregation of duties between the Application Development, Operations and User departments to confirm that IS
projects are authorized, controlled and documented.

Confirm that changes to the Application portfolio are authorized, controlled and documented.
e Confirm that the user departments review, approve and sign-off on the implemented changes and the test results prior
to the migration to the production environment.
e Confirm that there are sufficient controls in the migration of the new application components to the production
environment which guarantee accuracy and completeness.
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STANDARDS
ADVISORY ORGANIZATIONS OPERATIONS OPERATIONS/MANAGEMENT/GOVERNANCE

Standard 14
The advisory organization has a valid disaster recovery plan.

Apply to: Advisory organizations
Priority: Essential

Documents to be Reviewed

___ Applicable statutes, rules and regulations

Description of the advisory organization’s disaster recovery plan, procedural manuals and controls

Negotiated contracts

Others Reviewed

NAIC Model References
Review Procedures and Criteria

Ensure that critical business applications, databases and files are regularly backed up and stored off-site.

Review the disaster recovery plan and procedures:
e Confirm the recovery procedures are current, detailed and repeatable
e  Confirm the inventory of critical business applications, database and files is current and is defined and prioritized in the
recovery process
e Confirm that critical business areas developed manual recovery testing (offsite retrieval through restoration of a fully
operational computing environment) on a regular basis.
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STANDARDS
ADVISORY ORGANIZATIONS OPERATIONS OPERATIONS/MANAGEMENT/GOVERNANCE

Standard 15
The advisory organization is adequately monitoring the activities of any entity that contractually assumes a
business function or is acting on behalf of the advisory organization.

Apply to: Advisory organizations
Priority: Essential

Documents to be Reviewed
Applicable statutes, rules and regulations

Contracts

Audit reports

Others Reviewed

NAIC Model References
Review Procedures and Criteria

Review audit reports to determine whether the advisory organization is adequately monitoring the activities of the contracted
entity.
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STANDARDS
ADVISORY ORGANIZATIONS OPERATIONS OPERATIONS/MANAGEMENT/GOVERNANCE

Standard 16
Records are adequate, accessible, consistent and orderly and comply with state record retention requirements.

Apply to: Advisory organizations
Priority: Essential

Documents to be Reviewed

_ Applicable statutes, rules and regulations
_____Allrecords, files and documents

Others Reviewed

NAIC Model References
Market Conduct Record Retention Model Regulation

Model Law on Examination, Section 4
Review Procedures and Criteria
Evaluate the orderly organization, legibility and structure of files.

Review state record retention requirements to determine advisory organization compliance.

34
© 2008 National Association of Insurance Commissioners




Drafted: 11/20/08

STANDARDS
ADVISORY ORGANIZATIONS OPERATIONS OPERATIONS/MANAGEMENT/GOVERNANCE

Standard 17
The advisory organization is appropriately licensed.

Apply to: Advisory organizations
Priority: Essential

Documents to be Reviewed
Applicable statutes, rules and regulations

Certificate of authority or other similar documents

Others Reviewed

NAIC Model References

Review Procedures and Criteria

Review authority to act as an advisory organization.
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STANDARDS
ADVISORY ORGANIZATIONS OPERATIONS OPERATIONS/MANAGEMENT/GOVERNANCE

Standard 18
The advisory organization cooperates on a timely basis with examiners performing the examinations.

Apply to: Advisory organizations

Priority: Essential

Documents to be Reviewed

__ Applicable statutes, rules and regulations, especially insurance examination law
_ Allrecords, files and documents

Others Reviewed

NAIC Model References
Model Law on Examinations

Review Procedures and Criteria

Monitor advisory organization’s cooperation during the course of the exam; this may be noted in the examination
report.

Automation Tip:

Requests for information or “crits” can be monitored using either a database or spreadsheet. The information that should be
captured: area of review, type of request, contact person, date given, date due and date received. Databases and spreadsheets
contain functions that will calculate the number of days between two dates. The information can be easily sorted and
reviewed to see what is still outstanding and if the advisory organization is responding in a timely fashion.
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STANDARDS
ADVISORY ORGANIZATIONS OPERATIONS OPERATIONS/MANAGEMENT/GOVERNANCE

Standard 19
The advisory organization has developed and implemented written policies, standards and procedures for the
management of insurance information.

Apply to: Advisory organizations

Priority: Essential

Documents to be Reviewed (where applicable)

____Applicable statutes, rules and regulations

_ Advisory organization procedure manual

__Advisory organization training manual

_____Internal advisory organization claim audit procedures
_____Advisory organization bulletins regarding insurance information

Contractual arrangements between the carrier and a person other than the covered person

Others Reviewed

NAIC Model References

Health Information Privacy Model Act, Section 5
Insurance Information and Privacy Protection Model Act, Sections 4-9

Review Procedures and Criteria (where applicable)

Review advisory organization procedures, training manuals and claim bulletins to determine if advisory organization standards
exist and whether standards comply with state law.

Review contractual arrangements between the advisory organization and other persons to determine if the contracts address
privacy procedures and standards for the person with whom the advisory organization is contracting.

Review the advisory organization’s methods for handling, disclosing, storing and disposing of insurance information. The
examiners should determine whether there are procedures in place to ensure proper authorization is obtained prior to disclosure
of insurance information.

37
© 2008 National Association of Insurance Commissioners



Drafted: 11/20/08
Market Regulation Handbook
Chapter 25 —Current Title Name is CONDUCTING THE STATISTICAL AGENT EXAMINATION

Review the advisory organization’s training manual to determine whether the advisory organization’s employees are properly
trained on the handling of insurance information.

Verify that the advisory organization provides a “Notice of Information Practices” to all applicants or policyholders or has
procedures in place for the producer to deliver the notice. The examiner should determine whether the notice contains all
provisions required by applicable state law.

Verify that the advisory organization specifies those questions designed to obtain information solely for marketing or
research purposes.

Verify that the advisory organization has implemented reasonable procedures to address investigative consumer
reports and personal interviews.

Verify that the advisory organization has established procedures to address access to, correction, amendment or deletion of
recorded personal information.
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Section 11. Standards for Statistical Agent Functions

A. Statistical Plans
1. Purpose

The statistical plans portion of the examination is designed to verify that the statistical agent maintains adequate
statistical plans in accordance with applicable statutes, rules and regulations, and that the data are reported in
accordance with the statistical plans. This test is also intended to measure a statistical agent’s compliance regarding
the filing and approval of statistical plans, if any.

2. Techniques

The examiner should review the statistical plans in use by the statistical agent and verify that the statistical plans
have been filed with the state insurance departments, to the extent required by applicable statutes, rules and
regulations. The examiner should also verify that the appropriate statistical plans are being used by the companies
that are reporting data to the statistical agent. The examiner should review the statistical plans for consistency with
the output specified in the NAIC Statistical Handbook of Data Available to Insurance Regulators, in addition to
other state specifications.

3. Tests and Standards

The statistical plan review includes, but is not limited to, the following standards related to the use of statistical
plans by the statistical agent. The sequence of the standards listed here does not indicate priority of the standard.
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STANDARDS
STATISTICAL PLANS

Standard 1
The statistical agent has filed its statistical plans in accordance with applicable statutes, rules and regulations.

Apply to: All statistical agents
Priority: Essential
Documents to be Reviewed
Applicable statutes, rules and regulations

Letters or other documentation verifying that statistical plans have been filed, where necessary

Others Reviewed

NAIC Model References
Review Procedures and Criteria

Review letters or other documents to determine if the statistical agent is in compliance with applicable statutes, rules and
regulations.
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STANDARDS
STATISTICAL PLANS

Standard 2
The statistical plans are reviewed and updated in accordance with applicable statutes, rules and regulations.

Apply to: All statistical agents
Priority: Essential
Documents to be Reviewed
Statistical plans
Statistical plan updates

Applicable statutes, rules and regulations

Others Reviewed

NAIC Model References
Review Procedures and Criteria

Review documentation to determine if statistical plans are periodically updated and in compliance with applicable statutes,
rules and regulations.
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STANDARDS
STATISTICAL PLANS

Standard 3
The statistical agent verifies that companies submit data in accordance with the appropriate statistical plan.

Apply to: All statistical agents
Priority: Essential

Documents to be Reviewed

Edit documentation

Annual calls for statistical submissions
Technical requirements for reporting

Applicable statutes, rules and regulations

Others Reviewed

NAIC Model References

Review Procedures and Criteria

Review statistical agent’s procedures for ascertaining that its member companies are submitting complete and accurate data
in compliance with applicable statutes, rules and regulations.

Review edits that the statistical agent applies to data it receives from insurers.

Review incentives applied by statistical agents to encourage member companies to report timely and error-free data.

Review annual calls for statistical submissions and periodic special calls to determine how effective the statistical agent’s
procedures are in collecting complete and accurate statistical information.
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B. Statistical Filings

Refer to the discussion and standards in Section 11. Subsection E. of this chapter for guidance.
C. Data Collection and Handling

1. Purpose

The data collection and handling portion of the examination is extremely important and is designed to verify that the
statistical agent adequately tests reported data for validity, completeness and reasonableness. The areas to be
considered in this kind of review include:

e Statistical agent standards regarding data quality; and
® Data checking procedures and edit programs.

2. Techniques

During an examination, it is necessary for examiners to review a number of information sources, including the
statistical agent’s written policies and procedures regarding data quality (i.e., validity, reasonableness and
completeness), the edit programs run by the statistical agent on the data when it is first received, the system of
edits that the statistical agent applies to the data and the steps used by the statistical agent in processing the
data.

a. Statistical Agent Standards Regarding Data Quality

The examiner should verify that the statistical agent has formal written policies regarding the quality of the
data to be submitted and what level of quality is required of the companies. The statistical agent should also
have policies regarding what level of error tolerance is considered to be acceptable.

b. Data Checking Procedures and Edit Programs

The examiner should review the programs and procedures used to verify the validity, reasonableness and
completeness of the data. The examiner should verify that the edit systems function as intended and check a
sample of data both before and after it has run through the checking programs, to verify that all detectable
errors have been caught.

3. Tests and Standards

The data collection and handling review includes, but is not limited to, the following standards related to the
statistical agent’s handling of data. The sequence of the standards listed here does not indicate priority of the
standard. The NAIC Statistical Handbook of Data Available to Insurance Regulators includes a comprehensive
set of data quality tests to be performed by statistical agents. The Statistical Handbook should be used as an
additional reference and guide for evaluating data collection and handling functions.
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STANDARDS
DATA COLLECTION AND HANDLING

Standard 1
The statistical agent’s series of edits are sufficient to catch material errors in data submitted by a company.

Apply to: All statistical agents

Priority: Essential

Documents to be Reviewed

Edit definitions

Distributional edit procedures

Statistical agent edit reports

NAIC Statistical Handbook of Data Available to Insurance Regulators
Applicable statutes, rules and regulations

Others Reviewed

NAIC Model References
Review Procedures and Criteria
Review edit definitions and distributional edit procedures to determine that all required data elements are tested

Review a sample of edit/distributional edit reports to verify that material errors are adequately identified.
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STANDARDS
DATA COLLECTION AND HANDLING

Standard 2
All data that is collected pursuant to the statistical plan is run through the editing process.

Apply to: All statistical agents

Priority: Essential

Documents to be Reviewed

Submission control and balance procedures

NAIC Statistical Handbook of Data Available to Insurance Regulators
Submission control file

Applicable statutes, rules and regulations

Others Reviewed

NAIC Model References
Review Procedures and Criteria

Review procedures and submission control file, and a sample of edit and distribution reports to verify that all submissions are
subject to the editing process.
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Market Regulation Handbook

Chapter 25 —Current Title Name is CONDUCTING THE STATISTICAL AGENT EXAMINATION

STANDARDS

DATA COLLECTION AND HANDLING

Standard 3

Determine that all databases are updated as needed with all accepted company data.

Apply to: All statistical agents

Priority: Essential

Documents to be Reviewed

Database update balancing reports

Database control logs

Applicable statutes, rules and regulations

Others Reviewed

NAIC Model References
Review Procedures and Criteria

Review logs and a sample of reports to confirm
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STANDARDS
DATA COLLECTION AND HANDLING

Standard 4
Determine that statistical data is reconciled to the State Page—Exhibit of Premiums and Losses, Statutory Page 14, of
the NAIC annual statement on an annual basis.

Apply to: All statistical agents'

Priority: Essential

Documents to be Reviewed

Applicable statutes, rules and regulations

NAIC Statistical Handbook of Data Available to Insurance Regulators
Financial reconciliation procedures

Financial reconciliation reports

Others Reviewed

NAIC Model References
Review Procedures and Criteria

Determine compliance with applicable statutes, rules and regulations and any standards prescribed in the NAIC Statistical
Handbook of Data Available to Insurance Regulators.

Review procedures and a sample of reconciliation reports to confirm that reconciliations are performed.

Review financial reconciliation criteria (e.g., rules for reconciliation, acceptance tolerance levels).

! Statistical agents handling workers” compensation data are expected to undertake substantial data quality checking
activities, but the necessary standards and activities relevant to workers’ compensation are different than those required for
other lines of insurance.
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STANDARDS
DATA COLLECTION AND HANDLING

Standard 5
Determine that all calculations associated with the database have been accurately applied.

Apply to: All statistical agents

Priority: Essential

Documents to be Reviewed

Statistical agent documentation of database specifications

NAIC Statistical Handbook of Data Available to Insurance Regulators
Statistical agent database control reports

Applicable statutes, rules and regulations

Others Reviewed

NAIC Model References
Review Procedures and Criteria

Review documentation and a sample of control reports to confirm that specifications have been accurately applied.

Note: The examiner should be mindful of the proprietary nature of database specifications and control reports. Administrative
action should not be recommended by the examiner based on results of control reports for which the advisory organization
has taken appropriate action. No copy of the specifications or reports should be retained. States should review their
confidentiality and trade secret laws when deciding what notes to keep. Confidentiality agreements, if not already in place,

may be necessary in order to view such information.
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STANDARDS
DATA COLLECTION AND HANDLING

Standard 6
Where applicable, determine that the statistical agent employs use of data completeness tests as outlined in the NAIC
Statistical Handbook of Data Available to Insurance Regulators.

Apply to: All statistical agents

Priority: Essential

Documents to be Reviewed

Statistical agent documentation of database specifications

NAIC Statistical Handbook of Data Available to Insurance Regulators (see item 2.3.1)
Statistical agent database control reports

Applicable statutes, rules and regulations

Others Reviewed

NAIC Model References
Review Procedures and Criteria

Review documentation and a sample of control reports to confirm that data completeness tests have been performed.
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D. Correspondence with Insurers and States

1. Purpose

Statistical agents frequently need to contact or correspond with companies regarding the quality and timeliness of
the company’s data. The purpose of this section of the exam is to verify that the statistical agent promptly notifies
the company (and regulators, as requested or required) when a problem with or question about the data is found, and
then follows up, if the company does not respond within the appropriate time frame.

2. Techniques

The examiner should review the statistical agent’s records of or contact with companies (and regulators, as requested
or required) to note the timeliness of the statistical agent’s notification to the companies (and regulators, as
requested or required) of data errors or questions, as well as any necessary follow-up communications.

3. Tests and Standards

The review of communications includes, but is not limited to, the following standards addressing various aspects of
the statistical agent’s contact and/or correspondence with companies and regulators. The sequence of the standards
listed here does not indicate priority of the standard. . The NAIC Statistical Handbook of describes reports to be
made by statistical agents. The Statistical Handbook should be used as an additional reference and guide for
evaluating reporting functions and other data requests.
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STANDARDS
CORRESPONDENCE WITH INSURERS AND STATES

Standard 1
The statistical agent keeps track of companies that fail to meet deadlines.

Apply to: All statistical agents

Priority: Essential

Documents to be Reviewed

Submission control files

Financial incentive program or penalty structure, if one exists
Late company monitoring and reporting procedures
Communications to insurers that fail to meet deadlines

Applicable statutes, rules and regulations

Others Reviewed

NAIC Model References
Review Procedures and Criteria
Review statistical agent controls and procedures for determining insurer reporting status.

Review a sample of the statistical agent’s communications with each delinquent insurer and other documentation to
determine if insurers that fail to meet deadlines are identified and notified.

Review the statistical agent’s financial incentive program or penalty structure, if one exists.

Page 51 of 68
© 2008 National Association of Insurance Commissioners




Drafted: 11/20/08
Market Regulation Handbook
Chapter 25 —Current Title Name is CONDUCTING THE STATISTICAL AGENT EXAMINATION

STANDARDS
CORRESPONDENCE WITH INSURERS AND STATES

Standard 2
The statistical agent has established procedures for notifying companies (and regulators, as requested or required) of
material errors and for correcting those errors.

Apply to: All statistical agents

Priority: Essential

Documents to be Reviewed

Data validation reports

Submission control files

Communications to insurers (and regulators, as requested or required)
Financial incentive or penalty structure, if one exists

Applicable statutes, rules and regulations

Others Reviewed

NAIC Model References
Review Procedures and Criteria

Review documentation to confirm that appropriate procedures exist for notifying companies (and regulators, as requested or
required) of material errors and for correcting those errors.

Review a sample of communications to confirm that material errors are brought to the attention of insurers (and regulators, as
requested or required.)
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STANDARDS
CORRESPONDENCE WITH INSURERS AND STATES

Standard 3
The statistical agent maintains a follow-up procedure with companies that have reporting errors or questions.

Apply to: All statistical agents

Priority: Recommended

Documents to be Reviewed

Outline of communications procedures

Financial incentive programs or penalty structure, if one exists

Correspondence and/or other contact between statistical agent and companies (and regulators, as requested or
required)

Applicable statutes, rules and regulations

Others Reviewed

NAIC Model References

Review Procedures and Criteria

Review statistical agent procedures and controls to determine that appropriate procedures exist.
Review a sample of correspondence/contact documentation to demonstrate follow-up performance.

Review the statistical agent’s financial incentive programs or penalty structure, if one exists.
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STANDARDS
CORRESPONDENCE WITH INSURERS AND STATES

Standard 4
Review any additional data quality programs maintained by the statistical agent pertaining to data collected pursuant
to the statistical plan.

Apply to: All statistical agents

Priority: Optional

Documents to be Reviewed

Educational programs or materials

Support procedures

Financial incentive programs or penalty structure, if one exists

Executive evaluations

Individual company assistance the statistical agent uses to promote data quality

Applicable statutes, rules and regulations

Others Reviewed

NAIC Model References
Review Procedures and Criteria

Determine the extent that other data quality programs are in use by the statistical agent.
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STANDARDS
CORRESPONDENCE WITH INSURERS AND STATES

Standard 5

With each standard premium and loss report to the states, the statistical agent provides a listing of companies whose
data is included in the compilations and a historical report listing insurers whose data for the state was excluded, as
set forth in section 2.4 of the NAIC Statistical Handbook.

Apply to: All statistical agents

Priority: Optional

Documents to be Reviewed

Standard premium and loss reports to states

Support procedures

NAIC Statistical Handbook of Data Available to Insurance Regulators (section 2.4)

Applicable statutes, rules and regulations

Others Reviewed

NAIC Model References
Review Procedures and Criteria

Determine the applicable lists are included with state reports.
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E. Reports, Report Systems and other Data Requests
1. Purpose

The purpose of this portion of the exam is to review the statistical agent’s reports and other statistical compilations
prepared for the states, as well as the statistical agent’s internal procedures for preparing reports and responding to
data requests, including the timeliness and quality of the response.

2. Techniques

The examiner should review recent reports and other statistical compilations prepared for the insurance departments.
The examiner should note whether the data submission required that the statistical agent collect additional
information from insurers and the procedure the statistical agent used in fulfilling the data request. The examiner
should also determine that the statistical agent met the deadline set by the insurance department and that any data
collected for the purpose of submitting the aforementioned reports to the insurance department, in addition to that
collected under the statistical plan, was adequately reviewed for quality and correctly compiled.

3. Tests and Standards

The report systems and other data request review includes, but is not limited to, the following standards. The
sequence of the standards listed here does not indicate priority of the standard.
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STANDARDS
REPORTS, REPORT SYSTEMS AND OTHER DATA REQUESTS

Standard 1
All calculations used to develop the database have been performed accurately.

Apply to: All statistical agents

Priority: Recommended

Documents to be Reviewed
Statistical agent documentation of report specifications
Statistical agent database control reports

Applicable statutes, rules and regulations

Others Reviewed

NAIC Model References
Review Procedures and Criteria

Review documentation and a sample of control reports to confirm that specifications have been accurately applied.
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STANDARDS
REPORTS, REPORT SYSTEMS AND OTHER DATA REQUESTS

Standard 2
The statistical agent has accurately extracted the appropriate information from the statistical database.

Apply to: All statistical agents
Priority: Recommended
Documents to be Reviewed
Data extraction control reports
Report system specification documentation

Applicable statutes, rules and regulations

Others Reviewed

NAIC Model References
Review Procedures and Criteria

Review documentation and a sample of reports to determine if the appropriate data has been included.

Note: The examiner should be mindful of the proprietary nature of database specifications. No copy of the specifications
should be retained by the examiner. States should review their confidentiality and trade secret laws when deciding what notes
to keep. Confidentiality agreements, if not already in place, may be necessary in order to view such information.
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STANDARDS
REPORTS, REPORT SYSTEMS AND OTHER DATA REQUESTS

Standard 3
Any data extracted from the statistical database has been accurately reviewed with any additional data obtained
directly from a company in preparing a response to a data request.

Apply to: All statistical agents

Priority: Recommended

Documents to be Reviewed
Report system specifications and documentation
Data extraction control reports

Applicable statutes, rules and regulations

Others Reviewed

NAIC Model References
Review Procedures and Criteria

Review documentation and a sample of reports to determine if the appropriate data has been included.
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STANDARDS
REPORTS, REPORT SYSTEMS AND OTHER DATA REQUESTS

Standard 4
Data collected, in addition to the data collected under the statistical plan, was adequately reviewed for quality and
compiled according to applicable statutes, rules and regulations.

Apply to: All statistical agents
Priority: Recommended
Documents to be Reviewed

Data quality procedures

Data validation reports
Report system control reports

Applicable statutes, rules and regulations

Others Reviewed

NAIC Model References
Review Procedures and Criteria

Review data quality procedures and a sample of data validation and control reports to determine if the data was adequately
reviewed for quality and correctly compiled.
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F. Data Quality

Refer to Section 11. Subsection F. of this chapter.
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Section 12. Standards for Ratemaking Functions

1. Purpose
The purpose of this portion of the exam is to review the advisory organization’s ratemaking, reports and reporting
systems, if any, as well as the advisory organization’s internal procedures for preparing related reports and
responding to data requests, including the timeliness and quality of the response.

2. Techniques

The examiner should review recent ratemaking results and related reports, if any, and other statistical compilations
prepared for the insurance departments.

3. Tests and Standards

The ratemaking includes, but is not limited to, the following standards. The sequence of the standards listed here
does not indicate priority of the standard.
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STANDARDS
RATEMAKING

Standard 1
The advisory organization submits filings and/or submissions to the state within the established time frame.

Apply to: All advisory organizations

Priority: Essential

Documents to be Reviewed

Filings or submissions to individual state insurance departments providing rate/loss cost information

Filings or submissions to individual state insurance departments seeking approval of forms, loss costs and
accompanying rules.

Other correspondence with individual state insurance departments related to rates, loss costs or forms
Communications and manuals provided by the advisory organization to its subscribers
Applicable Statutes, Rules and Regulations

NAIC Statistical Handbook of Data Available to Insurance Regulators

Others Reviewed

NAIC Model References

Review Procedures and Criteria

Identify which filings and submissions are required by your state (if any), along with any required time frames. For filings
that are optional, but require prior approval by your state, identify the required waiting periods, if any, between approval and
usage.

Determine compliance with state statutes, rules and regulations.

The examiner should review regulators’ requests for additional information and check for timeliness of the response to such
requests.

Determine that the organization prepares and disseminates information impacting the rating of individual policies, such as
experience rating modification factors, on a timely basis.

Determine that the organization provides accurate information to its subscribers relating to the states approval status and
approved usage date of regulated materials and services such as forms and loss costs.
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Section 13. Standards for Classification and Appeal Handling

1. Purpose

The purpose of this portion of the exam is to review the advisory organization’s classification and appeal processes,
where applicable. The examiner should note that this section will not be applicable to all advisory organizations.

2. Techniques
The examiner should review recent classification appeals or requests for clarification if any.
3. Tests and Standards

The classification and appeal handling standards include, but are not limited to, the following standards. The
sequence of the standards listed here does not indicate priority of the standard.
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STANDARDS
CLASSIFICATION APPEAL HANDLING

Standard 1
The advisory organization takes adequate steps to finalize and dispose of the classification appeal in accordance with
applicable statutes, rules and regulations, and written manuals and procedures

Apply to: Advisory organizations that process classification appeals
Priority: Essential

Documents to be Reviewed

Applicable statutes, rules and regulations

Advisory organization’s listing of appeals

Supporting documentation (manuals, etc.)

Advisory Organization correspondence

Others Reviewed

NAIC Model References
Review Procedures and Criteria

Review appeal documentation to determine if the advisory organization response fully addresses the issues raised. If the
advisory organization did not properly address/resolve the appeal, the examiner should ask the advisory organization what
corrective action it intends to take.

Review manuals to verify appeal procedures exist.

Procedures in place should be sufficient to require satisfactory handling of appeals received as well as internal procedures for
analysis of classification codes that commonly cause appeals.

Criteria for Reviewing Appeal Responses:

The response is timely;

The response is complete and responsive to all issue raised,;

The response includes adequate documentation to support the respondent’s position;

The respondent’s actions are appropriate from a business practice standpoint;

The respondent’s actions comply with all applicable statutes, rules and policy or contract provisions, and
The appropriate remedies for the consumer are identified.

moe Ao o
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Section 14. Standards for Form Development

1. Purpose
The purpose of this portion of the exam is to review the advisory organization’s processes for development,
maintenance and filing of forms for insurance programs. The examiner should note that this section will not be
applicable to all advisory organizations.

2. Techniques
The examiner should review communications with insurers and states relating to forms developed and determine
that the communications to insurers are consistent with existing filings. Quality assurance programs should be in
place to ensure that the forms remain up-to-date and that filings to states are checked for the appropriate level of
quality.

3. Tests and Standards

The insurance program development and maintenance standards include, but are not limited to, the following
standards. The sequence of the standards listed here does not indicate priority of the standard.
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STANDARDS
FORM DEVELOPMENT REVIEW

Standard 1.
The advisory organization has processes in place to identify and provide subscribers with necessary changes (by
virtue or changes in state laws or case law) to advisory forms, rules or loss costs.

Apply to: All advisory organizations

Priority: Recommended

Documents to be Reviewed
Communication with companies regarding changes to applicable forms, rules or loss costs
Procedural information from the advisory organization

Others Reviewed

NAIC Model References
Review Procedures and Criteria

If the examiner knows law changes or case law necessitating changes to applicable forms or rating systems, verify that the
advisory organization responded accordingly.

Alternatively, provide the advisory organization with a brief questionnaire, asking about procedures for handling such
changes.
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STANDARDS
FORM DEVELOPMENT REVIEW

Standard 2
The advisory organization has quality assurance processes in place to review submissions of forms, rates, loss costs or
other submissions prior to filing or submitting to the applicable state.

Apply to: All advisory organizations
Priority: Optional—Best Practice Only
Documents to be Reviewed

Procedural information from the advisory organization

Others Reviewed

NAIC Model References

None—best practice only

Review Procedures and Criteria

Determine whether the advisory organization uses applicable readability tools such as Flesch Tests if required by law.

Provide the advisory organization with a brief questionnaire, asking about procedures for quality control and readability.
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A. MANAGEMENT AND ORGANIZATIONAL CONTROLS

NOTE: Management and Organization Control questions must be completed for each of the statistical/advisory
organization’s significant organizational unit(s) that are directly responsible for maintenance or development, operation
or security of significant statistical and ratemaking production systems. Organization Control questions will
typically be answered only once for centralized computer processing environments. In decentralized
environments the questions may need to be answered more than once because separate organizational units may
effectively have separate information systems departments.

The name, title and phone number of the statistical/advisory organization’s contact person responsible for
providing the answers to this set of questions must be included on the response summary.

NOTE: The examiner should be mindful of the proprietary nature of internal audit reports.
Administrative action should not be recommended by the examiner based on results of internal audit
findings for which the advisory organization has taken appropriate action. No copy of the report
should be retained. States should review their confidentiality and trade secret laws when deciding
what notes to keep.

Guidance Point: Segregation of incompatible duties is an important element of the system of internal control.
Appropriate segregation of duties helps to prevent mistakes, errors or potential fraud. Segregation of duties in
smaller organizations may be difficult to achieve, because of a limited number of personnel. Compensating
controls will be needed, such as assigning non-technical duties (e.g., data entry, input/reconciliation of control
totals, etc.) to someone outside the data processing department. Likewise, strong data processing management
and reporting controls, as well as proactive user involvement with the data processing function, may mitigate
segregation of duties concerns.

Test Procedures: The examiner’s evaluation of the documentation provided will generally be sufficient for this
test.

Al. Is the IS department independent of all operating units for which it performs data processing functions? Please
provide evidence (e.g., from the organization chart) that data processing functions are independent from end
user operating units.

A2. Are the IS roles and responsibilities clearly defined and separate from the operations and/or user departments?
Provide job descriptions which explain the separation of functions between
e IS and other operating departments within IS
e Application development/maintenance and Operations

A3. Are routine audits performed either by internal audit staff or outside consultants? If so, on what frequency?
Provide contact information and audit reports for the most recent audit of a significant production system.
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B. LOGICAL AND PHYSICAL SECURITY

NOTE 1: Logical and Physical Security questions will be answered only once for centralized computer processing
environments. In decentralized environments the questions may need to be answered more than once because
separate organizational units may effectively have separate processing environments (i.e., each unit may have
its own systems and local area networks).

NOTE 2: Virtually all insurance statistical/advisory organizations use some type of system-based logical
security software in the mainframe environment or system-level security from the operating systems to restrict
access to significant statistical and ratemaking systems. However, some statistical/advisory organizations may
rely upon application-based security to restrict access to appropriate functions within significant production
applications while other organizations may rely upon system-based security to secure both system access and
application access. If the organization under examination relies upon system-based security to secure both
system access and application access, questions B12 — B15 should be skipped.

The name, title and phone number of the statistical/advisory organization’s contact person responsible for
providing the answers to this set of questions and conducting a facility tour must be included on the
response summary.

NOTE 3: The examiner should be mindful of the proprietary nature of the advisory
organization’s security controls. No copy of these controls or reports generated in connection
with such reports should be retained. States should review their confidentiality and trade secret
laws when deciding what notes to keep.

Guidance Point: Well-controlled companies restrict physical access to sensitive computer/communication
facilities (e.g., the computer room and the network operations center) using many methods, which include:
smart cards, combination numbers and keys. These control procedures operate at all times, including
evenings, weekends, and holidays.

Test Procedures: The examiner’s evaluation of the documentation provided and observation of the facility will
generally be sufficient for this test.

PHYSICAL SECURITY

B1. a. What physical access controls are in place to secure the computer/communication

facilities
e Data Centers
e Server Rooms
e  Wiring Closets
e Tape Libraries

b. Do the computer/communication facilities have a fire detection system and/or a fire suppression
system, such as sprinklers charged with water at points outside the computer room?

c. Are computer/communication facilities protected from damage resulting from electronic
power interruption, surges and spikes?

B2. Are access procedures in place to ensure that only authorized individuals are being permitted to enter the
facility? Include necessary documentation/logs to demonstrate access control.

B3. Is there a process for maintaining a current list of authorized individuals with access to sensitive
3
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computer/communication facilities? Provide documentation of the request and the procedure followed for
additions, changes and deletions.

Guidance Point: Only appropriately authorized individuals should be granted access to system
resources. Access should be granted by the security administrator after the appropriate approvals
have been obtained from management. Update access to the claims master data file, outside of the
application software (e.g., by writing independent programs), should only be granted if approval has
been obtained from appropriate management. When employees are transferred between departments,
their access privileges to system and application resources should be updated accordingly. When
employees are terminated, all system access privileges should be revoked immediately. Finally, the
company’s management should appropriately restrict the sharing of user IDs and passwords.

Test Procedures: The examiner’s evaluation of the documentation provided and corroboration with security
personnel will generally be sufficient for this test.

LOGICAL SECURITY - System/Environment Access

B4. a. Is there a system level control that ensures effective system password management (e.g., unique

user IDs, passwords)?

b. Are passwords generated by each user rather than assigned by the company?

¢. Are passwords properly masked during the logon process and omitted from printed output?

d. Are passwords stored in an encrypted state and not viewable by security administrators?

e. Are passwords transmitted in an encrypted state across the network during the authentication and
authorization process?

f. Does the system automatically prompt users to change their passwords at least quarterly and
prevent passwords from being reused by the same individual?

Please provide a copy of the logical security procedures used to manage password and to determine the
structure and use of system passwords (e.g., password expiration, password composition and password
confidentiality) and the name and number of the person who can demonstrate system security settings.

B5. Are system/resource/internet security authorization forms completed and approved by management
to ensure that system and internet access granted to users and IS staff is commensurate with their job
responsibilities? Please provide a copy of the procedures and evidence that the procedures were
followed for the most recent IS person or user initialized during the period under review.

If one platform (e.g., Windows or Novell) is used to authenticate all users to the company network, then one list
will be sufficient, so long as all users from all significant computer systems are included on this list.

D6. Does user department management periodically validate the access capabilities provided to individuals in
their department? Please provide evidence of the last user access review performed during the period
under review.

B7. Do procedures provide for prompt cancellation of identification codes and passwords when the employment
of the individual to whom they were assigned has been terminated? Please provide a copy of the
procedures and evidence that the procedures were followed for the last IS person or user terminated,
if any, during the period under review.

Guidance Point: Well-controlled companies have reporting mechanisms in place to monitor security
events (e.g., invalid logon attempts, unauthorized attempts to access data and programs, changes to
software security values and rules). These reports are reviewed regularly by security personnel.
Persistent attempts by individuals to gain unauthorized access to resources are reported to the
applicable application owners (e.g., the manager of the claims department) and/or senior management.
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B8. Does management review and resolve reports of security violations? Please provide evidence of IS
management’s review of security violation reports and subsequent resolution of violations.

B9. Do procedures exist which require authorized users of computing resources to be given specific
permission to access particular resources, including data files, applications, the operating system and
utilities? Please provide a copy of the procedures.

B 10. Is there a control that ensures appropriate restriction of remote access (e.g., through networks or using dial-
up facilities)? Please provide a summary or list of all methods of remote access. Please provide a
description of the control and the name and phone number of the person who can demonstrate or
validate the control.

LOGICAL SECURITY - Application Access

Guidance Point: Well-controlled companies periodically verify that access to application resources is
appropriate. Typically, this is accomplished by distributing lists of the individuals with access privileges to
application functions and features, program libraries and data files to application owners and data
processing management to confirm that such access is appropriate.

Test Procedures: The examiner’s evaluation of the documentation provided and corroboration with security
personnel will generally be sufficient for this test.

B 11. Is there a control that ensures that users are restricted to their applications (i.e., preventing users
from escaping from application menus)? Please provide a description of the control and the name and
phone number of the person who can demonstrate or validate the control.

B 12.1Is there an application level control that ensures effective application password management (e.g., unique
user IDs and passwords)? Please provide a copy of the logical security procedures used to determine the
structure and use of application passwords (e.g., password expiration and password confidentiality)
and the name and number of the person who can demonstrate or validate the procedures.

B 13. Are application- security authorization forms completed and approved by management to ensure
application access granted to users is commensurate with their job responsibilities? Please provide a
copy of a completed and approved application security authorization form for one user from each
significant statistical and ratemaking application.

B14. Are periodic checks carried out to confirm that employees’ current application access is
commensurate with their job responsibilities? Please provide evidence of the last check performed
during the period under review.

B15. Are there procedures that ensure that application access is appropriately changed on a timely
basis when employees transfer or terminate? Please provide a copy of the procedures and evidence that
the procedures were followed for the last user terminated, if any, during the period under review.

Guidance Point: In responding to unusual circumstances it may be necessary to bypass some of the
security protection. A policy for dealing with such emergencies should be prepared. Activities during
the emergency should be logged carefully. Once the emergency is over, security protection should be
reinstated immediately. Emergencies during the day can be corrected by a responsible technical support
person with a user-ID with special privileges. Problems outside normal working hours, the off-shift
personnel (e.g., on-call programmer) may need a special user ID.

B 16. Is there a control over administrator-level access to the operating system that ensures access to
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sensitive software utilities is appropriately restricted and monitored (consider the use of these
sensitive facilities during an emergency situation)? Please provide a list of the sensitive software
utilities commonly used by the company and evidence that the last use of each utility during the period
under review was approved.

SECURITY - Monitoring & Management

Guidance Point: Such procedures typically include notifying management, including the legal and public
relations departments. These procedures may also include guidelines for contacting law enforcement
at the discretion of senior corporate management.

Test Procedures: The examiner’s evaluation of the documentation provided and corroboration with security
personnel will generally be sufficient for this test.

B 17. Does the company have formal emergency response procedures to follow if a computer security
incident occurs? Please provide a copy of the incident response procedure.

B 18. Does the company have formal monitoring procedures and systems to detect unauthorized access attempts
from either outside or inside the company? Please provide copies of the intrusion detection policy,
documentation of the systems in place and the review process followed. Please provide the name and
phone number of the person who can provide evidence of the use of intrusion detection systems
and/or penetration studies.

B 19. If wireless technologies are deployed, does the company monitor for rogue access points? Please provide
the most recent scan for rogue access points.

B20. Does the company utilize a virus detection system on all personal processing devices (desktops
workstations, laptops, notebooks, personal information devices (PIDs), etc.) that are regularly
updated and, if yes, does it have a disinfecting feature (i.e., the ability to restore files to a healthy
state)? Please provide the name of the virus detection and/or anti-virus software, the company’s
methodology for distributing and updating the software, and the name and phone number of the person
who can provide evidence of the mandatory, periodic use and update of the anti-virus software
across the network.

B2 1. Is sensitive information transmitted across the network or Internet and, if yes, is a data encryption
feature in place and functioning? Please provide the name of the data encryption package, the name of the
person who has access to the keys and the name and phone number of the person who can demonstrate
the feature.

B22. Does the company use firewall technology to protect its internal network from the external networks?
Please provide the name and phone number of the person who can provide evidence of the use of firewall
technology, including diagrams that show the firewall’s location within the network infrastructure, as well as
the protection rules for the firewall.

B23. Does the company scan all incoming e-mail, files and other network traffic for malicious content?
Does the company disinfect e-mail, files and other network traffic from identified malicious content?
Please provide a description of the detection technology and the name and contact information for the person
who can demonstrate its use.
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C. APPLICATION MANAGEMENT

NOTE: Section C must be completed if the company develops new and/or significantly changes its existing statistical
agent and ratemaking applications. These questions apply to in-house developed systems as well as purchased
applications.

The name, title and phone number of the statistical/advisory organization’s contact person responsible for
providing the answers to this set of questions must be included on the response summary.

Test Procedures: The examiner’s evaluation of the documentation provided will generally be sufficient for
these tests.

C1. Is there a control that ensures that user needs result in appropriate program change requests and the requests
are properly developed? Please provide a list of all significant program change requests made during the
period under review.

C2. Do user departments, auditors, operations, and system architect personnel participate in the early stages of
requirements definition and planning for new system and/or major enhancements to ensure accurate scope and detailed
business needs? Provide evidence of involvement of all parties in the projects.

Guidance Point: A well-controlled advisory organization and/or statistical agent has policies that require
test plans to be developed for new or significantly enhanced applications. The planning documentation should
include tests to be performed, expected results and how test data will be developed. Normally, the test plan is
reviewed and approved by the application owners and data processing management. Depending on the
complexity of the application, the level and extent of testing may vary. For example, when a single application is
implemented, such as payroll, testing would normally be performed to ensure programs work individually and
in conjunction with each other, and interface appropriately with existing applications. In a highly integrated
application testing would tend to cover the areas noted above, as well as between specific subsystems.

C3. Is appropriate program, system and parallel (when possible) testing performed by the IS staff and QA/User staff to
prevent or detect errors in program coding and ensure that the application operates as intended in the production
environment and provides accurate data output? Provide test results from recent projects.

Guidance Point: A well-controlled advisory organization and/or statistical agent has procedures in
place to ensure that program code is migrated from one environment to another with a controlled
process that does not allow the developers to migrate their own programs to the production
environment. Additionally, management should be aware of all production migrations.

C4. a. Is there a control that ensures that the correct program libraries (at all processing sites, if
appropriate) are updated with the most recent version of the program after user testing is complete?
Please provide a description of the control and the name and phone number of the person who can demonstrate
or validate the control.

b. Is there a control that ensures that the source code used corresponds to the most recent version of the program
and modifications to a program by more than one programmer are coordinated? Please provide a description
of the control and the name and phone number of the person who can demonstrate or validate the control.

C5. Is program code secured for access by only authorized individuals? Describe staging procedures to secure directories,
datasets or other containers of source code during the transition from development to production (stages include: in
development, in testing, tested — waiting for production migration, in production).
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C6. a. Is there a control that would prevent or detect unauthorized changes made after the completion of
testing but before transfer to the live environment? Please provide a description of the control and the name
and phone number of the person who can demonstrate or validate the control.

b. Is there a control that ensures that only properly tested, reviewed and approved changes are transferred into
the production environment? Please provide a description of the control and the name and phone number of the
person who can demonstrate or validate the control.

C7. Is user documentation appropriately updated and distributed to affected users? Please provide a copy of updated
documentation for the most significant program change made from question C1.

D. DISASTER RECOVERY / CONTINGENCY PLANNING

The name, title and phone number of the statistical/advisory organization's contact person responsible for
providing the answers to this set of questions must be included on the response summary.

NOTE: The examiner should be mindful of the proprietary nature of the advisory organization’s
disaster recovery plans. No copy of the disaster recovery should be retained. States should review their
confidentiality and trade secret laws when deciding what notes to keep.

Test Procedures: The examiner’s evaluation of the documentation provided and corroboration with
disaster recovery personnel will generally be sufficient for this test.

DI1. Are the statistical agent and ratemaking files and databases routinely backed up? Please provide a copy of the
backup schedule for files and databases related to the significant applications.

D2. Are copies of the application, data file/database backups, essential statistical agent and ratemaking
documents and/or business records stored offsite? Please provide an inventory of the contents of off-premises
locations and the name and phone number of the person who can be contacted to verify the contents of the
off-premises locations. Also provide a copy of the Data Center backup management process which
includes the frequency of offsite delivery.

D3. Is the disaster recovery/business contingency plan:

current;

based on a business impact analysis;

tested periodically; and

developed to address statistical agent and ratemaking functions and related telecommunication
services, data processing and network services?

Please provide a copy of the plan and evidence of test results, including management’s resolution of test
discrepancies.

D4. a. Does the disaster recovery/business continuity plan clearly describe senior management’s roles and
responsibilities associated with the declaration of an emergency and implementation of the disaster
recovery/business continuity and disaster recovery plans?

b. Does the plan clearly identify the general process by which the threat will be assessed and the
specific individuals who are authorized to declare an emergency?

8



Ds.

D6.

D7.

DS.

D9.

c. Does the plan address communication of the disaster event and provide for alternative points of contact (if
necessary) to customers, vendors and state and other regulatory officials?

Please indicate where individuals with the authority to declare an emergency are listed within the plan
document.

a. Does the plan contain a list of critical statistical agent and ratemaking computer
application programs, operating systems and data files?

b. Does the plan contain a list of the supplies that would be needed in the event of a disaster, together with
names and phone numbers of the suppliers?

Please provide a copy of the plan.

Has a restoration priority been assigned to all significant statistical agent and ratemaking activities?
Please provide a copy of the prioritized activities.

Have user departments developed adequate manual processing procedures for use until the
electronic data processing function can be restored? Please provide the name and phone number of one person
from each user area who can demonstrate the procedures.

Are copies of the plan kept in relevant off-site locations?
Please provide a list of the locations and the name and phone number of the person who can validate the
existence of the copies at the off-site locations.

a. Does a written agreement or contract exist for use by IS of a specific alternate site and computer
hardware to restore data processing operations after a disaster occurs?

b. Does the site have a backup generator in place in case of local power outages, a fire detection and
suppression system and moisture sensors in place under the raised floor? Please provide a copy of the
agreement and the name and phone number of the person who can validate the existence of the equipment at
the alternate site.
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Section

Question

Response

Yes No

Attachments

Comments

A. Management and Organizational Controls

Contact Name/Phone:

1

B. Logical and Physical Security

Contact Name/Phone:

Physical

Logical - System Access

Logical - Application Access

Monitoring & Management
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1

Section

Question

Response

Yes No

Attachments

Comments

C. Application Management

Contact Name/Phone:

N =

3

4.a

4.b

5

6

7

D. Disaster Recovery / Contingency Planni

Contact Name/Phone:

1

3

4.a

4.b

4.c

5.a

5.b

6

7

8

9.a

9.b
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